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Continuous identity authentication based on mouse behavior plays a crucial role in protecting computer systems, but
there are still some problems to be solved. Aiming at the problems of low authentication accuracy and long
authentication latency in mouse behavior authentication method, a new continuous identity authentication method
based on mouse behavior was proposed. The method divided the user’s mouse event sequence into corresponding
mouse behaviors according to different types, and mined mouse behavior characteristics from various aspects based
on mouse behaviors. Thereby, the differences in mouse behavior of different users can be better represented, and the
authentication accuracy can be improved. Besides, the importance of mouse behavior features was obtained by the
ReliefF algorithm, and on this basis, the irrelevant or redundant features of mouse behavior were removed by
combining the neighborhood rough set to reduce model complexity and modeling time. Moreover binary
classification was adopted. The algorithm performed the training of the authentication model. During identity
authentication, the authentication model was used to obtain a classification score based on the mouse behavior
collected each time, and then the user’s trust value was updated in combination with the trust model. When the
user’s trust value fell below the threshold of the trust model, it might be judged as illegal user. The authentication
effect of the proposed method was simulated on the Balabit and DFL datasets. The results show that, compared with

the methods in other literatures, this method not only improves the authentication accuracy and reduces the

H5%

authentication latency, but also has a certain robustness to the illegal intrusion of external users.

Keywords: identity authentication, mouse behavior, neighborhood rough set, feature selection, trust model
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Table 3 ANIA of different methods combining trust
functions on Balabit datasets

ST ANIA
ICHR[21] 9.96
ICHR[22] 8.94
ICHR[23] 8.62
Method1 9.69
Method2 9.03
Method3 7.83

&4 fEDFLBUEKEL, FEGZEESFEEREN ANIA
Table 4 ANIA of different methods combining trust
functions on DFL datasets

T T VE ANIA
SCHR[21] 11.21
Xiik[22] 8.13
SCHR[23] 8.02
Method1 7.83
Method2 7.43
Method3 6.55

(4) SRR FGIERCR

N TR SITENS AN — 2 &
PPk, £ DFL %4l & A R 200 2k 1 3 Atk
5 AP EAT B GE, SERINE 5 s, IR
R LG Y, B DGER R E = Sh R A  E BRUbR
TRER, WA TR, (EiE2 R
HER R IR B, i AR SO 306 AR
WEA RUFIEETE.

*5 SMEBAFPENAIEERE

Table 5 Authentication accuracy of external users

il HERf 2R
2 95.09%
4 95.97%
5 97.67%
6 94.11%
7 97.26%
3 &4RIE
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FHIE, 45 1 ReliefF J& 1 52 M SR IHORTRE 2.0
ITRRIELE S, FRARRAELESG Hk, 9 T ek
AR BAMT AT IERHIW AL 7, Sia
EARBAREAT R EE S NIE; e, R SERHIE
WA ST i REAE D 1) BRPRAT B MVRFAE T
B BB SR I AR

NI FRECHERT AR, 1 SRARAT A K
WIFRERAIAT I, BT, BT AR SO
BAT €MD o ASSCHR K B A UE 5 ¥ )
DME N G AR IE T RSB B, sishil
EUHENARSEHER S0, 327 RS 22k

EEP S

(1] M4k, W2 & 508 IR 5@ FR 2R,
2016, 2(7): 666-668.

JING J W. The development status and tendency of internet trusted
identity management[J]. Journal of Information Security Research,
2016, 2(7): 666-668.

[2] JOSHI V B, RAVAL M S. Adaptive threshold for fingerprint recog-
nition system based on threat level and system load[J]. Procedia
Computer Science, 2020, 171: 498-507.

[3] LIUQ, JIANG B, ZHANG J L, et al. Semi-supervised uncorrelated
dictionary learning for colour face recognition[J]. IET Computer
Vision, 2020, 14(3): 92-100.

[4] KUMAR M R, ARTHI K. An effective non-cooperative iris recog-
nition system using hierarchical collaborative representation-based
classification[J]. The Journal of Supercomputing, 2020, 76(1): 1-14.

[5] AHMED A A E, TRAORE I. Biometric recognition based on
free-text keystroke dynamics[J]. IEEE Transactions on Cybernetics,
2014, 44(4): 458-472.

[6] CHANG TY, TSAI CJ, YEH J Y, et al. New soft biometrics for
limited resource in keystroke dynamics authentication[J]. Multime-
dia Tools and Applications, 2020, 79(31-32): 23295-23324.

[7] AHMED A A E, TRAORE I. Detecting computer intrusions using
behavioral biometrics[C]//3rd Annual Conference on Privacy, Se-
curity and Trust. 2005: 91-98.

[8] AHMED A A E, TRAORE 1. A new biometric technology based on
mouse dynamics[J]. IEEE Transactions on Dependable & Secure
Computing, 2007, 4(3): 165-179.

[9] ZHENG N, PALOSKI A, WANG H. An efficient user verification
system via mouse movements[C]//Proceedings of the 18th ACM
Conference on Computer and Communications Security. 2011:
139-150.

[10] ZHENG N, PALOSKI A, WANG H. An efficient user verification

system using angle-based mouse movement biometrics[J]. ACM

Transactions on Information and System Security, 2016, 18(3):

1-27.

wE, UG, FARA, & 2T RART IS 4 DT

IE]. TEHURE, 2016, 43(2): 148-154.

XU J, LI M J, ZHOU F C, et al. Identity authentication method

(1

—



© 188 -

W28 5515 I8 2 A

%85

[12]

[13]

[14]

[15]

[16]

[17]

[18]

based on user’s mouse behavior [J]. Computer Science, 2016, 43(2):
148- 154.

YILDIRIM M, ANARIM E. Session-based user authentication via
mouse dynamics[C]//27th Signal Processing and Communications
Applications Conference. 2019: 1-4.

HAS, ARALMG. BT b S & 04T 9 I RRSE & A UERR 7E[J].
HAE R AR (B AR AR), 2020, 41(6): 511-519, 526

TIAN J, SONG L P. Research on continuous identity authentication
based on mouse and window behavior[J]. Journal of North China
University(Nature Science Edtion), 2020, 41(6): 511-519, 526.
CHONG P, TAN Y X M, GUARNIZO J, et al. Mouse authentication
without the temporal aspect-what does a 2D-CNN learn[C]//IEEE
Security and Privacy Workshops (SPW). 2018: 15-21.

VUM, S, B, 5 BT RARATONRHE M B AAGE
5] WE54R, 2010, 31(7) :68-75.

SHEN C, CAI Z M, GUAN X H, et al. User authentication and
monitoring based on mouse behavioral features[J]. Journal on
Communications, 2010, 31(7): 68-75.

KONONENKO 1. Estimating attributes: analysis and extensions of
relief[C]/European Conference on Machine Learning. 1994:
171-182.

LADHA L, DEEPA T. Feature selection methods and algorithms[J].
International Journal of Advanced Trends in Computer Science and
Engineering, 2011, 3(5):1787-1797.

WEZE, G —METEEEFIORN R D).
DR 4R (5 BFHFAR), 2007, 32(8): 680-683

JANG Z J, YI H R. A feature tracking method based on image
pyramid optical flow[J]. Journal of Wuhan University(Information
Science Edition), 2007, 32(8): 680-683.

[19]

[20]

[21]

ANTAL M, EGYED-ZSIGMOND E. Intrusion detection using
mouse dynamics [J]. IET Biometrics, 2019, 8(5): 285-294.
ALMALKI S, CHATTERIJEE P, ROY K. Continuous authentica-
tion using mouse clickstream data analysis[C]//International Con-
ference on Security, Privacy and Anonymity in Computation,
Communication and Storage. 2019: 76-85.

YILDIRIM M, ANARIM E. Novel feature extraction methods for
authentication via mouse dynamics with semi-supervised learning
[C]//Innovations in Intelligent Systems and Applications Confer-
ence (ASYU). 2019: 1-6.

[EE R

PR EE R SR U2 32 BT 7207 170 9 R g
ERSY GRS Vei vt TS

HE (1977- ), B, WdEBEFRIA, &
PREB R 2 H I AT, EEHR
JrERITE . KRS SR . B AR5 B AN
ATt T




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (Japan Color 2001 Coated)
  /PDFXOutputConditionIdentifier (JC200103)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF005B57FA4E8E201C004300540050201D005D0020005B57FA4E8E201C004300540050201D005D0020005B57FA4E8E201C004300540050201D005D00204F7F75288FD94E9B8BBE5B9A521B5EFA7684002000410064006F006200650020005000440046002065876863900275284E8E55464E1A65876863768467E5770B548C62535370300260A853EF4EE54F7F75280020004100630072006F0062006100740020548C002000410064006F00620065002000520065006100640065007200200036002E003000204EE553CA66F49AD87248672C676562535F00521B5EFA768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName (Japan Color 2001 Coated)
      /DestinationProfileSelector /WorkingCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /ClipComplexRegions true
        /ConvertStrokesToOutlines false
        /ConvertTextToOutlines false
        /GradientResolution 400
        /LineArtTextResolution 1200
        /PresetName <FEFF005B9AD852068FA87387005D>
        /PresetSelector /HighResolution
        /RasterVectorBalance 1
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /JapaneseWithCircle
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


